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Resources
♦www.isafe.org
♦www.cybersmart.org
♦www.missingkids.com
♦www.spector.com
♦www.iphantom.com
♦www.netsmartz.org
♦www.Positiveparenting.tv (Tom Palermo)
♦ garfo@westwindsorpolice.com
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Sexting
♦Sexting (a portmanteau of sex and texting) 

is the act of sending sexually explicit 
messages or photos electronically, primarily 
between cell phones. 

♦ the act of text messaging someone in the 
hopes of having a sexual encounter with 
them later; initially casual, transitioning into 
highly suggestive and even sexually explicit 
ie: a lot of girlfriends send sexy private 
pictures to their boyfriends before to have 
sex.This is sexting! 

http://en.wikipedia.org/wiki/Portmanteau
http://en.wikipedia.org/wiki/Human_sexual_behavior
http://en.wikipedia.org/wiki/Text_messaging
http://refer.ccbill.com/cgi-bin/clicks.cgi?CA=934495-0001&PA=1912350&HTML=http://seemygf.com/t2/
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Sexting
•While it may be shocking, the practice of "sexting" -
sending nude pictures via text message - is not unusual, 
especially for high schoolers around the country. 

•In October a Texas eighth-grader spent the night in a 
juvenile detention center after his football coach found a 
nude picture on his cell phone that a fellow student sent 
him. 

•Roughly 20 percent of teens admit to participating in 
"sexting," according to a nationwide survey (pdf) by the 
National Campaign to Support Teen and Unplanned 
Pregnancy. 

•Courtesy CBS News

http://www.thenationalcampaign.org/sextech/PDF/SexTech_Summary.pdf
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Sexting
•The image was blurred and the voice distorted, but the 
words spoken by a young Ohio woman are haunting. She 
had sent nude pictures of herself to a boyfriend. When 
they broke up, he sent them to other high school girls. The 
girls were harassing her, calling her a slut and a whore. 
She was miserable and depressed, afraid even to go to 
school.
•And now Jesse Logan was going on a Cincinnati 
television station to tell her story. Her purpose was simple: 
“I just want to make sure no one else will have to go 
through this again.”

•Courtesy Today Show

http://www.msnbc.msn.com/id/29546030/
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Sexting

•The interview was in May 2008. Two months later, 
Jessica Logan hanged herself in her bedroom. She was 18.

•Courtesy Today Show
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Sexting Acronyms

  

1 8 =Oral sex
2 1337 =Elite
3 143 =I love you
4 182 =I hate you
5 459 =I love you
6 1174 =Nude club
7 420 =Marijuana
8 ADR =Address
9 ASL =Age/Sex/Location
10 Banana =Penis
11 CD9 or Code 9 =Parents are around
12 DUM =Do You Masturbate?
13 DUSL =Do You Scream Loud?
14 FB =F*** Buddy
15 
16 FMLTWIA =F*** Me Like The Whore I Am
17 FOL =Fond of Leather
18 GNOC =Get Naked On Cam
19 GYPO =Get Your Pants Off
20 IAYM =I Am Your Master
21 IF/IB =In the Front or In the Back
22 IIT =Is It Tight?
23 ILF/MD =I Love Female/Male Dominance
24 IMEZRU =I Am Easy, Are You?
25 IWSN =I Want Sex Now

26 J/O =Jerking Off
27 KFY or K4Y =Kiss For You
28 Kitty =Vagina
29 KPC =Keeping Parents Clueless
30 MorF =Male or Female
31 LMIRL =Let's Meet In Real Life
32 MOOS =Member Of The Opposite Sex
33 WYCM =Will You Call Me?
34 MOS =Mom Over Shoulder
35 MPFB =My Personal F*** Buddy
36 NALOPKT =Not A Lot Of People Know That
37 NIFOC =Nude In Front Of The Computer
38 NMU =Not Much, You?
39 P911 =Parent Alert
40 PAL =Parents Are Listening
41 PAW =Parents Are Watching
42 PIR =Parent In Room
43 POS =Parent Over Shoulder or Piece Of Sh**
44 PRON =Porn
45 Q2C =Quick To Cum
46 RU/18 =Are You Over 18?
47 RUH =Are You Horny?
48 S2R =Send To Receive
49 SorG =Straight or Gay
50 TDTM =Talk Dirty To Me
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Using Wireless Devices More Safely

♦ Nearly half (47%) of US teens say their 
social life would end or be worsened 
without their cell phone, and nearly six in 
10 (57%) credit their mobile device with 
improving their life, according to a 
national survey from CTIA and Harris 
Interactive. 
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Using Wireless Devices More Safely

♦ Four out of five teens (17 million) carry a 
wireless device (a 40% increase since 
2004) 

♦ Impact on Teen Life
– A majority (57%) of teens view their cell 

phone as the key to their social life.
– Second only to clothing, teens say, a person’s 

cell phone tells the most about their social 
status or popularity, outranking jewelry, 
watches and shoes.
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Using Wireless Devices More Safely

♦ Providing Entertainment and Security
– More than half of the respondents (52%) 

agree that the cell phone has become a new 
form of entertainment.

– One-third of teens play games on their phone.
– 80% say their cell phone provides a sense of 

security while on the go, confirming that the 
cell phone has become their mobile safety net 
when needing a ride (79%), getting important 
information (51%), or just helping out 
someone in trouble (35%). 
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Using Wireless Devices More Safely

♦ Providing Entertainment and Security
– Teens carry cell phones to have access to 

friends, family and current events.
– Though only one in five (18%) teens care to 

pinpoint the location of their family and 
friends via their cell phone, 36% hate the 
idea of a cell phone feature that 
allows others to know their exact 
location.
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Using Wireless Devices More Safely

♦ Texting Replacing Talking
♦ The study also confirmed that texting is 

replacing talking among teens. Teens admitted 
spending nearly an equal amount of time
talking as they do texting each month. The 
feature is so important to them that if texting 
were no longer an option 47% of teens say their 
social life would end or be worsened - that’s 
especially so among females (54% vs. 40%).
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Using Wireless Devices More Safely

♦ Texting Replacing Talking
♦ With more than 1 billion text messages sent each 

day, it is no surprise that 42% of teens say they 
can text blindfolded, the study found. 
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Using Wireless Devices More Safely

♦ Cell phone usage by 10 to 17 year olds 
can be as high as 3 to 4 hours a day

♦ 44% of teens said they use text messages 
as their primary source of communications

♦ With text messages being sent from the 
movies and the dinner table

♦ 26% said it’s the first thing they do in the 
morning
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Using Wireless Devices More Safely

♦ What is the problem ?
♦ Cell phones are used to 

– Transmit inappropriate pictures of friends
– Harass others with hate messages
– Use text messages to send answers during 

tests
– Take pictures of exams and send them to 

friends
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Using Wireless Devices More Safely

♦ They are also used to
– Make drug transactions
– Make contact with child predators masking 

themselves as other teens
– Countless other crimes
– Distract teen drivers and cause countless 

motor vehicle accidents
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Using Wireless Devices More Safely

♦ Set appropriate ground rules for use of 
wireless devices. (Contract)

♦ Decide who they may communicate with 
and how they may use these devices.
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Using Wireless Devices More Safely

♦ Monitor your wireless bill to keep track of 
the amount of time your children spend 
talking and sending messages and with 
whom. 

♦ Pay special attention to numbers or 
messages from people you do not 
recognize or have not approved.
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Using Wireless Devices More Safely

♦ Teach your students to tell you if anyone 
sends them a threatening or frightening 
message. 

♦ If your students are being stalked, 
harassed, or threatened in any way, report 
the incident to the Police
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Using Wireless Devices More Safely

♦ Consider creating settings to control or 
prohibit access to the Internet, e-mail, and 
text messaging through your children’s 
wireless device. 

♦ Remember a global-positioning system 
(GPS) option, if offered by your service 
provider, could be used to help locate your 
children if lost.
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Cyberbullying

♦ 58% someone has said mean or hurtful 
things to them online

♦ 53% admit having said something mean or 
hurtful online

♦ 42% kids have been bullied online
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Cyberbullying

♦Home is no longer the safe zone
– Internet is the new playground

• Instant Messaging
• E-Mail
• Blogging
• 24 Hours a day, 7 days a week

– 58% have not told their parents or any adult 
about something mean or hurtful that happened 
to them
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Cyberbullying
•Are you a cyberbully?

•Often, people who are victims are also bullies. Before 
you feel too bad for yourself, take the quiz below to 
find if you, too, are part of the cyberbullying problem! 

Have you ever...
___Signed on with someone else’s screen name to 
gather info?
___Sent an e-mail or online greeting card from 
someone’s account? 
___Impersonated someone over IM or online?
___Teased or frightened someone over IM?
___Not told someone who you really are online, 
telling them to “guess”?
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Cyberbullying
•The best way to counter this problem is by teaching our 
children (and ourselves) to Take 5! - put down the mouse 
and step away from the computer. 
•By not reacting and taking the time to calm down, we can 
avoid becoming a cyberbullying ourselves. 
•What can we do for 5 minutes to help us calm down? 
Kids have suggested: throwing a baseball or shooting 
hoops, baking cookies, reading, napping, taking a walk or 
a run, watching TV, talking to a friend and hugging a 
stuffed animal. 
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Cyberbullying
•Before sending that e-mail or posting on that Web site or 
bulletin board, think before you click “send.” Re-read 
what you were going to send. If it meets any of these 
factors, don’t send it until you fix them. And if you can’t 
fix them, maybe you shouldn’t send it at all.

•It’s so easy for anyone to misunderstand e-mails and 
cybercommunications. We have to be very very careful to 
make them clear and help others to understand what we 
really mean. We also need to be careful not to hurt others 
and be good netizens.
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Cyberbullying
•Start by making sure you are sending things to the right place, 
that it arrives and that the right person gets it.
•Is it worth sending? Don’t waste peoples’ time or bandwidth with 
junk, chain e-mails and false rumors
•Proofread and spell-check your e-mails and make sure they know 
who you are
•Don’t attack others online, say anything that could be considered 
insulting or that is controversial 
•Don’t forward other people’s e-mails without their permission or 
share their personal information (BCC)
•Are you angry when you are writing this message? 
•Don’t reply to spam, even to ask to be removed from their 
mailing list 
•How private is the message you are sending? Are you willing to 
have others read this message or forward it to others without your 
permission? 
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Cyberbullying
•When a school disciplines a student for creating a Web site, 
posting a message online or sending a digital communication (text-
messaging, instant message, e-mail, etc.) outside of school grounds 
and school hours, it is treading on very dangerous ground.

•The Web sites and messages vary from school bashing, 
administration and teacher bashing and student bashing, to 
cyberbullying and harassment of fellow students, vulgarities and 
threats, to encouraging others to hurt or kill others. Sometimes the 
students are just behaving badly, or are rude and hurtful, and 
sometimes they are committing serious crimes, including hacking, 
identity theft, vandalism and targeting victims for attacks by hate 
groups and predators.
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Cyberbullying
•Clear threats: If there is a clear-cut threat (one that is seen by 
both the person making the threat and those who have seen it or 
received it), the school is generally entitled to take action, 
including suspension and expulsion. 
•Clearly disruptive of school discipline: If the school had proof 
that the speech has or will disrupt school discipline, the school has 
a better chance of succeeding. Ungrounded fear or speculation is 
not sufficient to support the school’s burden. 
•In-school activities: If the student is bringing in print-outs of the 
Web site, or promoting other students in school to visit the site, or 
if the student accesses the Web site while at school or creates or 
works on the Web site from school, there is a greater likelihood 
that the actions will not be deemed out-of-school activities and 
would fall within the school’s authority. 
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Cyberbullying
•School-sponsored activities: If the Web site belongs to the school 
or is created as a school-sponsored project, it will fall under 
existing U.S. Supreme Court decisions permitting school 
authority. 
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Cyberbullying
•Cyberbullying: If a student targets another student using 
interactive technologies or the Internet, there is almost always an 
in-school activity related to the cyberbullying. Privacy-invading e-
mails and harassing messages are often printed out and 
distributed in school and on school grounds. In addition, 
cyberbullying typically creates a disruption in school, where the 
victim is afraid, may seek counseling or miss school, their grades 
may be impacted and friends may get involved. Any proof of an 
in-school student impact will help support a finding of school 
authority. Although, you should note that some courts have not 
extended the school’s authority to offline and off-premises actions 
in a cyberbullying case when the cyberbully himself did not bring 
the printed materials into the school. 
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Cyberbullying
•Cyber-staff harassment: If the school can demonstrate that the 
student’s Web site or harassment has had a real impact on the 
staff, the school has a greater likelihood of success in upholding its 
authority. If the teacher or staff member quits in reaction to the 
harassment or take a leave of absence or seeks medical treatment 
to help deal with the emotional implications of the student’s 
actions, the courts tend to be more sympathetic and are more 
likely to give the school the authority to discipline the student. 
Without this, the courts tend to lean towards leaving the staff 
member to other legal recourse.  
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Cyberbullying
•“The Vengeful Angel”
•In this type of cyberbullying, the cyberbully doesn’t see 
themselves as a bully at all. They see themselves as righting 
wrongs, or protecting themselves or others from the “bad guy” 
they are now victimizing. This includes situations when the victim 
of cyberbullying or offline bullying retaliates and becomes a 
cyberbully themselves They may be angry at something the victim 
did and feel they are taking warranted revenge or teaching the 
other a lesson. The “Vengeful Angel” cyberbully often gets 
involved trying to protect a friend who is being bullied or 
cyberbullied. They generally work alone, but may share their 
activities and motives with their close friends and others they 
perceive as being victimized by the person they are cyberbullying.
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Cyberbullying
•The “Power-Hungry” and “Revenge of the Nerds”

•Just as their schoolyard counterparts, some cyberbullies want to 
exert their authority, show that they are powerful enough to make 
others do what they want and some want to control others with 
fear. Sometimes the kids want to hurt another kid. Sometimes they 
just don’t like the other kid. These are no different than the offline 
tough schoolyard bullies, except for their method. Power-Hungry” 
cyberbullies usually need an audience. It may be a small audience 
of their friends or those within their circle at school. Often the 
power they feel when only cyberbullying someone is not enough to 
feed their need to be seen as powerful and intimidating. They 
often brag about their actions. They want a reaction, and without 
one may escalate their activities to get one.
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Cyberbullying
•“Mean Girls”

•This type of cyberbullying occurs when the cyberbully is bored or 
looking for entertainment. It is largely ego-based and the most 
immature of all cyberbullying types. Typically, in the “Mean 
Girls” bullying situations, the cyberbullies are female. They may 
be bullying other girls (most frequently) or boys (less frequently).
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Cyberbullying
•The Inadvertent Cyberbully

•Inadvertent cyberbullies usually don’t think they are cyberbullies 
at all. They may be pretending to be tough online, or role playing, 
or they may be reacting to hateful or provocative messages they 
have received. Unlike the Revenge of the Nerds cyberbullies, they 
don’t lash out intentionally. They just respond without thinking 
about the consequences of their actions.
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Cyberbullying
•Our kids need to know that the online services and ISPs will 
provide their identity pursuant to legal process. And they can be 
found and held responsible for what they say and do online. It’s 
very important that we teach our children to understand 
accountability, online and offline. Schools can be very helpful 
here. Unfortunately, sometimes when cyberbullying occurs the 
schools get involved in trying to discipline the students for off-
hours and off-premises activities, often to their detriment. 
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Cyberbullying
•The courts in the United States have reviewed several of the cases 
where the school has taken disciplinary action to protect its staff 
or the school itself from harassment and another student from 
cyberbullying, even if it occurs from outside of school. Most cases 
rule against the school, but some new ones are ruling in the 
school’s favor on the basis that these matters affect the safety in 
the school itself. 
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Cyberbullying
•What Can a School Do About This?

•While taking disciplinary action against a student that does 
something outside of school hours and off school grounds may 
exceed a school’s normal authority and land the school in legal hot 
water, doing so with the consent of the parties is not. Most schools 
have an acceptable use policy. And the smart ones have it signed 
by the parents and the students. It typically deals with what is and 
is not permitted use of the schools technology and computer 
systems. And, it is a legal contract binding the parents and the 
school (and the students themselves once they are of legal 
contracting age).
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Cyberbullying
•By adding a provision that covers dangerous or abusive actions 
by a student that directly affects another student, the school itself 
or its staff, the school now has authority to take appropriate action 
to deal with the dangerous or abusive conduct. It is the impact on 
the school, its safety and the safety and well-being of its staff and 
students that will trigger the school’s authority, not whether the 
actions took place from a school computer within school hours. 
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Good Messaging Manners

♦What are some ways you can communicate 
in cyberspace?

♦Which of these communication methods are 
usually one-to-one?

♦Which are usually group communications?
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• In cyberspace, people can’t see your facial 
expressions or hear your tone of voice. 

• They have only two ways of judging what 
you’re thinking. 

• One way is by the words you choose.

• The other is by the manners you use. 

• So, choose them wisely.
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Flame War
♦ Flame wars are the 

cyberspace equivalent of 
a "put down" or bullying 
session. 

♦ In the physical, they may 
lead to a fight. 

♦ Because this can't happen 
in cyberspace, some 
people are more prone to 
be rude than when they 
are face to face.
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Online Bullies

♦Cyberspace has many positive experiences 
and can be a great resource for information 
and fun.

♦ It is important to be able to handle any 
situation that may occur in cyberspace
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♦Taking Action
– Feeling Uncomfortable

• Embarrassed
• Upset
• Depressed
• Afraid

– Recognize Bullies
• Bullies feel powerful when they bother others
• They use hurtful words or threaten
• The bully is often someone you know
• Easier to be nasty online
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♦Taking Action
– Do Not Tolerate It
– What to do

• Sign Off
• Leave the chat room
• Block Messages
• Save & Print the e-mails or messages
• NEVER REPLY
• Talk over what to do with friends
• REPORT your experience to a parent, teacher 

or other trusted adult
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♦Against School Rules
– Disciplinary Action

♦Harassment
– Police Action
– Jail or Fines
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Limit Access & Information
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Monitor Everything

http://www.spectorsoft.com/products/SpectorPro_Windows/index.html
http://www.spectorsoft.com/products/SpectorPro_Windows/index.html
http://www.spectorsoft.com/products/SpectorPro_Windows/index.html
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There is Hope!

♦Always ask Questions
♦ If it doesn’t feel right – check it out
♦Watch For

– Evasive behavior
– Packages in the mail
– Hang up phone calls

• Call intercept, caller id
– Sleep Over
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Help is a phone call away
♦ West Windsor Police

• (609) 799-1222

♦ National Center For 
Missing and Exploited 
Children

• 1-800-THE-LOST

http://www.missingkids.com/missingkids/servlet/PublicHomeServlet?LanguageCountry=en_US&
http://www.missingkids.com/missingkids/servlet/PublicHomeServlet?LanguageCountry=en_US&
http://www.isafe.org/
http://www.isafe.org/
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Lieutenant Robert Garofalo
Computer Forensics & Investigations

Brought to you by
Chief Joseph M. Pica, Jr.

West Windsor Twp Police Department
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Resources
♦www.isafe.org
♦www.cybersmart.org
♦www.missingkids.com
♦www.spector.com
♦www.iphantom.com
♦www.netsmartz.org
♦www.Positiveparenting.tv (Tom Palermo)
♦www.netnanny.com
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